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Real-time collaborative
environment across extended
organization

Extensible framework for Specific
Business solution

Provide real-time Insights Enable Transparent and Holistic
leveraging Big Data across the Risk and Governance Taxonomy
Enterprise

“ 'E n adyrergy acrossbusinessperformance and Risk Management at

global corporations by creating, deploying & managing a robust and

extensible GRCPlatform _to managetheir Risk& Governanceneedswhile
ENGAGE | INSPIRE | TRANSFORM ensuringan optimized Total costof ownershipand Total costof adoption *
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iRl Eight Key Foundational Capabilities

GRC
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Ability to support complex organizational structures,
product portfolios and geographical units

* n-tiered tree based hierarchy
e Ability to model n dimension matrix organization model

Ability to model new and change existing business

& | processes

e Highly configurable platform to continuously adapt to evolving business
scenarios

e Rapid configuration to lower TCO and provide faster time to go live

Federated data model for aligning organization structure
and application views

* Enable data model visualization from multiple angles for multiple views
e Align accountability with the organization structure

Architecture for data convergence across systems for bet
g Visibility

== . Real time aggregation of data across internet and internal sources for

better perspectives and better analytics as aid to decision making
e Track large amount of historical data for better trend analysis

MetricStream



sl Eight Key Foundational Capabilities (contd)

GRC

S U M M |T — Ability to integrate across external data sources
2 s e N Create a single source of truth across multiple IT systems for GRC
Apr30 - May 1, 2013 | Mandarin Oriental, Las Vegas, NV al Bl « Enable continuous control monitoring and measurement across systems

Collaboration using applications across mobile, tablet

platforms and offline workflows

 Allow geographically and organizationally spread business units to
collaborate across GRC requirements

e Offer anytime anywhere capability with offline briefcase

e A\dvanced analytics and data visualization capabilities

e User friendly and powerful dashboards for quick visualizations
e Drill down capability for thorough data analysis

* Robust security infrastructure to ensure data security and privacy across
internal and external organization.

e Data encryption, password protection & single sign-on as standard
features

MetricStream




et MetricStream GRC Platform — An award
C13{® vinning product (Apr 2013)
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Risk et “Aggressive regulation has increased the
Financiel Risk Management News and Analysss Digital Publishier of the Year 2010 importa nce of GRC in 2013. MetriCStream'S

GUICE Risk management | Derivatives | Regulation | Structured products | Insurance | Hedge fun .

— Platform has responded to a growing
demand from the customers who are keen
to avoid the bite of the regulatory

watchdog.” - Risk.net

News Analysis Technical papers  Special reports = Training & events

&3 Where am 7 » Home » Risk Management » Operational Risk

Feature

GRC platform of the year: ' Platform

MetricStream prisnissesies ; © VertiakSpecifc Solution of the
Miranda Alexarder-Webber (Audits, nuu,comlmncnc 1 ete) (Healthcare, Financial
Vira exarder-Webbe! y: - a E&U, Retall etc) year

Operational Risk & Regulation

Operationa Risk, Awards

Aggressive regulation has increased the importance of g

plaTiorm has responded 10 a growing aemand from custg Risk Management Compliance Mgmt Audit Management lisue Management  Operational GRC
bite of regulatory watchdogs Assessment Assessments Anewal Planning Triage Issues Loss Management other
Mitigation Testing Audit Planning Action Plans Supplier Governance
Increased regulatory pressure and ever-heavier regulatory fif]
LY Surveys Audit Execution Monitor Issues Customer Quality
on the governance, rsk and compliance (GRC) sector In rece
keen to avoid being next into the headlines, leading to more Hast Mage Cortifications At Separting - Othey ...
intemal controls — and the same Is even true in other sectors,
pplicat hang
"Il's prelty eaey o spol newe
—_—_ p
Related articles significant dollar amount,” sa " \*,1 M
< w o
Forms Data Process Standards/Templates

M 8 @ T B £ By

GRC Foundation
Risks Controis Processes Assets Orpanizations Reguiations GRC Feeds

Content Community

Infrastructure '—'; & E’A @.‘. - D Al
ENGAGE | INSPIRE | TRANSFORM Securty Aerts Dasnbosrds infciets Offie Brfcase  Documents Aot & Foods
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Architecting for Long Term Success

@I2{(® Dimensions to consider

Change Management

Homogenization

Resourcing and Planning

2

I

N =

Pilot and Incremental Approach
Managed Feedback loop & User Adoption
Roadmap that ensures Global rollout

Systems homogenization / integrated
IT Taxonomy (BUs, Users, Roles, Provisioning)
Cross-GRC Object homogenization

Self sufficiency via creating Center of Excellence
Leverage Vendor Partners
Extended Organization

MetricStream



el Citigroup's experience on the journey
@I={®d towards integrated GRC

Harmonization across Systems, 1. Reduced overall TCO
Taxonomy, and GRC Data 2. Improved reuse and efficiencies
Elements across organizational

units
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Creation of Center of 1. Improved ability to accommodate change
Excellence inside Citigroup 2. Cost reduction
Tailoring MetricStream’s best- 1. Reduced risk in downstream adoption

practices for Citigroup

ENGAGE | INSPIRE | TRANSFORM
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P PMO — Program Plan, Management and Communications of Progress, Org Change )
R
g GRC Program Plan>
R -
A GRC Foundation
M Risk and Control Framewaork, Risk Reporting and Governance
GRC Organization Hierarchy. Asset Integration
E MetricStream GRC Platform - Use Case Development
o Discovery > Design,Develup,>UserAcceptanceTe> Training and User> Froduction >
C Requirements Worksho Configure and Test Envirocnment 5et Up Acceptance Testing Deplovment
E
5 :
: Audit Management
Risk Management
T 50X Compliance Management
E
c
H Threat and Vulnerability Management
M :
o Supplier Governance Incident Management
L
0 Business Continuity Management
E Infolet Integration: Data Feeds
Illustrative 2-3 year view
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GRC Strategy

Enterprise Decisions to be made for true Integrated GRC

*Common Taxonomy — Common and yet federated
*Organizational hierarchy

*Common Handoff points between groups

*Access Controls for inter and Intra organizational collaboration
*Change Management design

*Business and Application Administration

*Technology decisions — instances, infrastructure, timing

ENGAGE | INSPIRE | TRANSFORM
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Governance Bodies and Working Groups

Build a model of governance structures that can integrate GRC decision making
Understand weaknesses

and opportunities to improve

-

Task Forces/
Working
Groups

Compliance
Task Force

Simplification
Working Group

Process

CEO level - name

Operational Risk

] CRO level - name

Exec Privacy &
Security Committee

1

P
Privacy 5teering
Committee

Committee
' ™\
eGRC Steering
Committee

Remediation Working

Findings, Risk and
Group

.-""z
e
-

n

Risk Ontology Working
Group

&

[ Privacy Working Group }

Policy

Optimization
Subcommittee

Subcommittee

)

Working Groups (key goal)

Prioritization ]
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